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We show that easily accessible digital records of behavior, Facebook Likes, can be used to automatically and accurately predict a range of highly sensitive personal attributes including: sexual orientation, ethnicity, religious and political views, personality traits, intelligence, happiness, use of addictive substances, parental separation, age, and gender. The analysis presented is based on a dataset of over 58,000 volunteers who provided their Facebook Likes, detailed demographic profiles, and the results of several psychometric tests. The proposed model uses dimensionality reduction for preprocessing the Likes data, which are then entered into logistic/ linear regression to predict individual psychodemographic profiles from Likes. The model correctly discriminates between homosexual and heterosexual men in 88% of cases, African Americans and Caucasian Americans in 95% of cases, and between Democrat and Republican in 85% of cases. For the personality trait "Openness," prediction accuracy is close to the test-retest accuracy of a standard personality test. We give examples of associations between attributes and Likes and discuss implications for online personalization and privacy. social networks | computational social science | machine learning | big data | data mining | psychological assessment A growing proportion of human activities, such as social interactions, entertainment, shopping, and gathering information, are now mediated by digital services and devices. Such digitally mediated behaviors can easily be recorded and analyzed, fueling the emergence of computational social science (1) and new services such as personalized search engines, recommender systems (2) , and targeted online marketing (3) . However, the widespread availability of extensive records of individual behavior, together with the desire to learn more about customers and citizens, presents serious challenges related to privacy and data ownership (4, 5) .
We distinguish between data that are actually recorded and information that can be statistically predicted from such records. People may choose not to reveal certain pieces of information about their lives, such as their sexual orientation or age, and yet this information might be predicted in a statistical sense from other aspects of their lives that they do reveal. For example, a major US retail network used customer shopping records to predict pregnancies of its female customers and send them well-timed and welltargeted offers (6) . In some contexts, an unexpected flood of vouchers for prenatal vitamins and maternity clothing may be welcome, but it could also lead to a tragic outcome, e.g., by revealing (or incorrectly suggesting) a pregnancy of an unmarried woman to her family in a culture where this is unacceptable (7) . As this example shows, predicting personal information to improve products, services, and targeting can also lead to dangerous invasions of privacy.
Predicting individual traits and attributes based on various cues, such as samples of written text (8) , answers to a psychometric test (9) , or the appearance of spaces people inhabit (10) , has a long history. Human migration to digital environment renders it possible to base such predictions on digital records of human behavior. It has been shown that age, gender, occupation, education level, and even personality can be predicted from people's Web site browsing logs (11) (12) (13) (14) (15) . Similarly, it has been shown that personality can be predicted based on the contents of personal Web sites (16) , music collections (17), properties of Facebook or Twitter profiles such as the number of friends or the density of friendship networks (18) (19) (20) (21) , or language used by their users (22) . Furthermore, location within a friendship network at Facebook was shown to be predictive of sexual orientation (23) .
This study demonstrates the degree to which relatively basic digital records of human behavior can be used to automatically and accurately estimate a wide range of personal attributes that people would typically assume to be private. The study is based on Facebook Likes, a mechanism used by Facebook users to express their positive association with (or "Like") online content, such as photos, friends' status updates, Facebook pages of products, sports, musicians, books, restaurants, or popular Web sites. Likes represent a very generic class of digital records, similar to Web search queries, Web browsing histories, and credit card purchases. For example, observing users' Likes related to music provides similar information to observing records of songs listened to online, songs and artists searched for using a Web search engine, or subscriptions to related Twitter channels. In contrast to these other sources of information, Facebook Likes are unusual in that they are currently publicly available by default. However, those other digital records are still available to numerous parties (e.g., governments, developers of Web browsers, search engines, or Facebook applications), and, hence, similar predictions are unlikely to be limited to the Facebook environment.
The design of the study is presented in Fig. 1 . We selected traits and attributes that reveal how accurate and potentially intrusive such a predictive analysis can be, including "sexual orientation," "ethnic origin," "political views," "religion," "personality," "intelligence," "satisfaction with life" (SWL), substance use ("alcohol," "drugs," "cigarettes"), "whether an individual's parents stayed together until the individual was 21 y old," and basic demographic attributes such as "age," "gender," "relationship status," and "size and density of the friendship network." Five Factor Model (9) personality scores (n = 54,373) were established using the International Personality Item Pool (IPIP) questionnaire with 20 items (25) . Intelligence (n = 1,350) was measured using Raven's Standard Progressive Matrices (SPM) (26) , and SWL (n = 2,340) was measured using the SWL Scale (27) . Age (n = 52,700; average, μ = 25.6; SD = 10), gender (n = 57,505; 62% female), relationship status ("single"/"in relationship"; n = 46,027; 49% single), political views ("Liberal"/"Conservative"; n = 9,752; 65% Liberal), religion ("Muslim"/"Christian"; n = 18,833; 90% Christian), and the Facebook social network information [n = 17,601; median size,X = 204; interquartile range (IQR), 206; median density,X = 0.03; IQR, 0.03] were obtained from users' Facebook profiles. Users' consumption of alcohol (n = 1,196; 50% drink), drugs (n = 856; 21% take drugs), and cigarettes (n = 1211; 30% smoke) and whether a user's parents stayed together until the user was 21 y old (n = 766; 56% stayed together) were recorded using online surveys. Visual inspection of profile pictures was used to assign ethnic origin to a randomly selected subsample of users (n = 7,000; 73% Caucasian; 14% African American; 13% others). Sexual orientation was assigned using the Facebook profile "Interested in" field; users interested only in others of the same sex were labeled as homosexual (4.3% males; 2.4% females), whereas those interested in users of the opposite gender were labeled as heterosexual.
Results
Prediction of Dichotomous Variables. Fig. 2 shows the prediction accuracy of dichotomous variables expressed in terms of the area under the receiver-operating characteristic curve (AUC), which is equivalent to the probability of correctly classifying two randomly selected users one from each class (e.g., male and female). The highest accuracy was achieved for ethnic origin and gender. African Americans and Caucasian Americans were correctly classified in 95% of cases, and males and females were correctly classified in 93% of cases, suggesting that patterns of online behavior as expressed by Likes significantly differ between those groups allowing for nearly perfect classification.
Christians and Muslims were correctly classified in 82% of cases, and similar results were achieved for Democrats and Republicans (85%). Sexual orientation was easier to distinguish among males (88%) than females (75%), which may suggest a wider behavioral divide (as observed from online behavior) between hetero-and homosexual males.
Good prediction accuracy was achieved for relationship status and substance use (between 65% and 73%). The relatively lower accuracy for relationship status may be explained by its temporal variability compared with other dichotomous variables (e.g., gender or sexual orientation).
The model's accuracy was lowest (60%) when inferring whether users' parents stayed together or separated before users were 21 y old. Although it is known that parental divorce does have long-term effects on young adults' well-being (28) , it is remarkable that this is detectable through their Facebook Likes. Individuals with parents who separated have a higher probability of liking statements preoccupied with relationships, such as "If I'm with you then I'm with you I don't want anybody else" (Table S1 ). (24) . Numeric variables such as age or intelligence were predicted using a linear regression model, whereas dichotomous variables such as gender or sexual orientation were predicted using logistic regression. In both cases, we applied 10-fold cross-validation and used the k = 100 top SVD components. For sexual orientation, parents' relationship status, and drug consumption only k = 30 top SVD components were used because of the smaller number of users for which this information was available. Prediction of Numeric Variables. Fig. 3 presents the accuracy of predicting numeric variables as expressed by the Pearson productmoment correlation coefficient between the actual and predicted values. The highest correlation was obtained for age (r = 0.75), followed by density (r = 0.52) and size (r = 0.47) of the Facebook friendship network. Closely following were the personality traits of "Openness" (r = 0.43), "Extraversion" (r = 0.40), and "Intelligence" (r = 0.39). The remaining personality traits and SWL were predicted with somewhat lower accuracy (r = 0.17 to 0.30).
Psychological traits are examples of latent traits (i.e., traits that cannot be measured directly). As a consequence, their values can only be measured approximately, for example, by evaluating responses to questionnaires. The transparent bars presented in Fig.  3 indicate the accuracy of the questionnaires used as expressed by their test-retest reliabilities (Pearson product-moment correlation between the questionnaire scores obtained by the same respondent at two points in time). The correlation between the predicted and actual Openness score (r = 0.43) was very close to the test-retest reliability for Openness (r = 0.50). This indicates that for the Openness trait, observation of the user's Likes is roughly as informative as using their personality test score itself. For the remaining traits, prediction accuracies correspond to roughly half the questionnaire's test-retest reliabilities.
The relatively lower prediction accuracy for SWL (r = 0.17) may be attributable to the difficulty of separating long-term happiness (29) from mood swings, which vary over time. Thus, although the SWL score includes variability attributable to mood, users' Likes accrue over a longer period and, so, may be suitable only for predicting long-term happiness.
Amount of Data Available and Prediction Accuracy. The results presented so far rely on individuals for which between one and 700 Likes were available. The median number of Likes was 68 per individual (IQR, 152) . Therefore, what is the expected accuracy given a random individual and how does prediction accuracy change with the number of observed Likes? Using a subsample (n = 500) of users for whom at least 300 Likes were available, we ran predictive models based on randomly selected subsets of n = 1, 2, . . ., 300 Likes. The results presented in Fig. 4 show that even knowing a single random Like for a given user can result in nonnegligible prediction accuracy. Knowing further Likes increases the accuracy but with diminishing returns from each additional piece of information.
Predictive Power of Likes. Individual traits and attributes can be predicted to a high degree of accuracy based on records of users' Likes. Table S1 presents a sample of highly predictive Likes related to each of the attributes. For example, the best predictors of high intelligence include "Thunderstorms," "The Colbert Report," "Science," and "Curly Fries," whereas low intelligence was indicated by "Sephora," "I Love Being A Mom," "Harley Davidson," and "Lady Antebellum." Good predictors of male homosexuality included "No H8 Campaign," "Mac Cosmetics," and "Wicked The Musical," whereas strong predictors of male heterosexuality included "Wu-Tang Clan," "Shaq," and "Being Confused After Waking Up From Naps." Although some of the Likes clearly relate to their predicted attribute, as in the case of No H8 Campaign and homosexuality, other pairs are more elusive; there is no obvious connection between Curly Fries and high intelligence.
Moreover, note that few users were associated with Likes explicitly revealing their attributes. For example, less than 5% of users labeled as gay were connected with explicitly gay groups, such as No H8 Campaign, "Being Gay," "Gay Marriage," "I love Being . Accuracy of selected predictions as a function of the number of available Likes. Accuracy is expressed as AUC (gender) and Pearson's correlation coefficient (age and Openness). About 50% of users in this sample had at least 100 Likes and about 20% had at least 250 Likes. Note, that for gender (dichotomous variable) the random guessing baseline corresponds to an AUC = 0.50.
Gay," "We Didn't Choose To Be Gay We Were Chosen." Consequently, predictions rely on less informative but more popular Likes, such as "Britney Spears" or "Desperate Housewives" (both moderately indicative of being gay). This is further illustrated in Fig. S1 , which shows the average levels of personality traits and age for several popular Likes. Each Like attracts users with a different average personality and demographic profile and, thus, can be used to predict those attributes. For example, users who liked the "Hello Kitty" brand tended to be high on Openness and low on "Conscientiousness," "Agreeableness," and "Emotional Stability." They were also more likely to have Democratic political views and to be of African-American origin, predominantly Christian, and slightly below average age. The same Likes were used to create Fig. S2 , presenting their relative popularity in four groups: Democrats, Christians, Homosexuals, and African-American individuals. For example, although liking "Barack Obama" is clearly related to being a Democrat, it is also relatively popular among Christians, African Americans, and Homosexual individuals.
Conclusions
We show that a wide variety of people's personal attributes, ranging from sexual orientation to intelligence, can be automatically and accurately inferred using their Facebook Likes. Similarity between Facebook Likes and other widespread kinds of digital records, such as browsing histories, search queries, or purchase histories suggests that the potential to reveal users' attributes is unlikely to be limited to Likes. Moreover, the wide variety of attributes predicted in this study indicates that, given appropriate training data, it may be possible to reveal other attributes as well.
Predicting users' individual attributes and preferences can be used to improve numerous products and services. For instance, digital systems and devices (such as online stores or cars) could be designed to adjust their behavior to best fit each user's inferred profile (30) . Also, the relevance of marketing and product recommendations could be improved by adding psychological dimensions to current user models. For example, online insurance advertisements might emphasize security when facing emotionally unstable (neurotic) users but stress potential threats when dealing with emotionally stable ones. Moreover, digital records of behavior may provide a convenient and reliable way to measure psychological traits. Automated assessment based on large samples of behavior may not only be more accurate and less prone to cheating and misrepresentation but may also permit assessment across time to detect trends. Moreover, inference based on observations of digitally recorded behavior may open new doors for research in human psychology.
On the other hand, the predictability of individual attributes from digital records of behavior may have considerable negative implications, because it can easily be applied to large numbers of people without obtaining their individual consent and without them noticing. Commercial companies, governmental institutions, or even one's Facebook friends could use software to infer attributes such as intelligence, sexual orientation, or political views that an individual may not have intended to share. One can imagine situations in which such predictions, even if incorrect, could pose a threat to an individual's well-being, freedom, or even life. Importantly, given the ever-increasing amount of digital traces people leave behind, it becomes difficult for individuals to control which of their attributes are being revealed. For example, merely avoiding explicitly homosexual content may be insufficient to prevent others from discovering one's sexual orientation.
There is a risk that the growing awareness of digital exposure may negatively affect people's experience of digital technologies, decrease their trust in online services, or even completely deter them from using digital technology. It is our hope, however, that the trust and goodwill among parties interacting in the digital environment can be maintained by providing users with transparency and control over their information, leading to an individually controlled balance between the promises and perils of the Digital Age.
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Sample. We used data from 58,466 US Facebook users, including their psychodemographic profile and their list of Likes. The data were obtained from the myPersonality application (www. mypersonality.org). Users opted in to provide their data for this study and gave their consent to have their scores and profile information recorded for analysis.
An important limitation of our sample is that some of the predicted variables are from Facebook profile information. Individuals who declare their political and religious views, relationship status, and sexual orientation on their profile may be different from nondeclaring members of those groups; they may associate with distinct Likes, which may lead to an overestimate of prediction accuracies for these groups. Nevertheless, the model was still able to predict privately reported information, such as personality or intelligence quotient questionnaire results, and survey results on addictive substance use.
Political and Religious Views, Sexual Orientation, Relationship Status.
Political and religious views were recorded from the respective fields of users' Facebook profiles. Both fields allow users to input text freely (but suggest popular choices). Political views "Democrat," "Democratic," or "Democratic Party" were recoded to "Democrat." "Republican," "GOP," and "Republican Party" were recoded to "Republican"; other entries were ignored. Religious views "Christian," "Catholic," and "Jesus Christ" were recoded to "Christian." "Moslem," "Muslim," "Islam," and "Sunni" were recoded to "Muslim." Sexual orientation was taken from the "Interested in" section of users' Facebook profiles; users who listed being interested in only the opposite gender were labeled as being heterosexual, whereas users who listed only the same gender were labeled as being homosexual. Relationship status was recorded from the "Relationship Status" profile field, where the options were "Single," "It's complicated," "In an open relationship," "In a relationship," "Engaged," and "Married." The latter three options were recoded to "In a relationship."
Ethnicity. Labels for ethnicity were assigned to users by visual inspection of their profile pictures. This procedure has the advantage that the data are not explicitly self-reported and, hence, does not suffer from disclosure bias. However, some users do not include any picture with their profile or use a picture that does not show themselves. To confirm the reliability of the manual classification procedure, a subsample of the data were compared with self-reported ethnic background from a survey, and there was r = 0.98 agreement between the two sets of labels.
Substance Use and User's Parents Together at Age Twenty-One Years.
Both substance use and whether a user's parents stayed together or split up before the user was 21 y old were measured using self-report survey measures on the myPersonality application. These questions were explicitly labeled as optional. Individuals were asked if they smoked daily, less than daily, or were nonsmokers; less than daily and daily were recoded as "smokers." They were also asked if they drank alcohol by offering the choices "weekly or more often," "less than once a week," or "never"; the first two options were recoded as "drinkers." For drug use, the options were the same as for drinking; the first two options were recoded as "drug users."
Personality. Five-Factor Model (FFM) (1) personality scores (n = 54,373) were established using the International Personality Item Pool (IPIP) questionnaire with 20 items (2). This test is widely used in both traditional and online studies and is known to be successful at explaining variability across individuals. FFM encompasses the following traits. Openness to Experience. Openness to experience ("Openness") is related to imagination, creativity, curiosity, tolerance, political liberalism, and appreciation for culture. People scoring high on Openness like change, appreciate new and unusual ideas, and have a good sense of aesthetics. Conscientiousness. "Conscientiousness" measures preference for an organized approach to life in contrast to a spontaneous one. Conscientious people are more likely to be well organized, reliable, and consistent. They enjoy planning, seek achievements, and pursue long-term goals. Nonconscientious individuals are generally more easy-going, spontaneous, and creative. They tend to be more tolerant and less bound by rules and plans. Extraversion. "Extraversion" measures a tendency to seek stimulation in the external world, the company of others, and to express positive emotions. Extraverts tend to be more outgoing, friendly, and socially active. They are usually energetic and talkative; they do not mind being at the center of attention and make new friends more easily. Introverts are more likely to be solitary or reserved and seek environments characterized by lower levels of external stimulation. Agreeableness. "Agreeableness" relates to a focus on maintaining positive social relations, being friendly, compassionate, and cooperative. Agreeable people tend to trust others and adapt to their needs. Disagreeable people are more focused on themselves, less likely to compromise, and may be less gullible. They also tend to be less bound by social expectations and conventions and more assertive. Emotional Stability. "Emotional Stability" (reversely referred to as neuroticism) measures the tendency to experience mood swings and emotions such as guilt, anger, anxiety, and depression. Emotionally unstable (neurotic) people are more likely to experience stress and nervousness, whereas emotionally stable people (low neuroticism) tend to be calmer and self-confident.
Intelligence. Intelligence (n = 1,350) was measured using Raven's Standard Progressive Matrices (SPM) (3), a multiple choice nonverbal intelligence test drawing on Spearman's theory of general ability. SPM is a proven standard intelligence test used in both research and clinical settings, as well as in high-stake contexts such as in military personnel selection and court cases (4) . The SPM test was shortened for the purpose of this study and contained 20 items only. Note that SPM was used only to compare between users of this study, and no comparisons with the general population were made.
Satisfaction with Life. "Satisfaction with Life" (SWL) (n = 2,340) was measured using the SWL Scale (5), a widely used, five-item instrument designed to measure global cognitive judgments of satisfaction with one's own life.
Facebook Likes and User-Like Matrix. Facebook Likes allow Facebook users to connect with virtually any object that has an online presence. Likes are one of the most typical and pervasive forms of digitally recorded behavior. People can Like quotes, Web sites, press articles, products, activities, places they visit (or would like to visit), and content such as pictures, movies, books, and music. Likes span a diverse set of entities, from "Bible" and "Philosophy" through "Bonfires," "BMW," and "cnn.com" to statements such as "I hate myself." People's Likes are shared with their friends and can be used as a way of expressing support, bookmarking, or enhancing online identity, by indicating individual preferences.
We recorded more than 9 million unique objects liked by users, a great majority of which were associated with one or very few users only. For the purpose of building a predictive model, Likes associated with fewer than 20 users, as well as users with fewer than two Likes, were removed from the sample. The remaining 58,466 users and 55,814 unique liked objects were arranged in a sparse matrix (user-Like matrix), the columns of which represent Likes and the rows of which represent users. The entries were set to 1 if there existed an association between a user and a Like and 0 otherwise. The matrix contained roughly 10 million associations between users and Likes. To facilitate the predictive analysis, the dimensionality of the user-Like matrix was reduced using singular-value decomposition (SVD) (6) such that each user is represented by a vector of k component scores. SVD provides a low-rank approximation to the original matrix, and the approximation quality increases with the number k.
Choosing the Number of the SVD Components. To choose the optimum number of SVD components to be used in this study, we examined the cross-validated prediction accuracy as a function of the number of components. Fig. S3 , based on Openness and Extraversion, shows that prediction accuracy increases steeply in the beginning but flattens out relatively early (note that the horizontal axis is not linear). Interestingly, including some of the components abruptly increases prediction accuracy for certain traits. For example, including component 3 in the model increases the accuracy of Openness estimates from r = 0.1 to r = 0.4. Similarly, component 5 sharply increases the accuracy achieved in predicting Extraversion. This suggests that particular components are specifically related to a given attribute. We used the first k = 100 SVD components, which explained 28% of the variance in the user-Like matrix (Fig. S4) . For sexual orientation, parents' relationship status, and drug consumption, only k = 30 top SVD components were used because of the smaller number of users for which this information was available.
Predictions. SVD components were used to build models that predict users' individual traits and preferences. Predictions related to numeric variables, such as age or intelligence, were calculated using a linear regression model based on the users' k = 100 SVD components as covariates. Dichotomous variables such as gender, relationship status, and political views were modeled using logistic regression based on the same SVD components. In both cases 10-fold cross-validation was used to assess the out-of-sample prediction accuracy: the sample was randomly split into 10 equally sized subsets of users, and predictions for each subset were calculated based on parameters determined on the remaining users. Prediction accuracy was measured in two ways. For the numeric variables, such as age in years, we report the Pearson productmoment correlation coefficient between the actual and predicted values across users. For the dichotomous variables such as gender, we report the area under the receiver-operating characteristic (ROC) curve (AUC) coefficient, which can be interpreted as the probability of correctly classifying two randomly selected objects: one of each class (e.g., male and female).
AUC. AUC relates to the ROC curve, which is a plot of true-positive rate (or sensitivity) versus false-positive rate (or 1 specificity) for detection or classification tasks. Positive cases are those classified by the model to belong to a target class (e.g., "male" or "Democrat"). Thus, true positive cases are the cases that were correctly classified by the model as belonging to a target class, whereas false-positive cases were classified incorrectly as belonging to a target class. The true-positive rate is the ratio of the number of true positives to the number of all cases in the target class, whereas the false-positive rate is the ratio of the number of false positives to the number of all cases in the background class. The logistic regression model used in this study to predict dichotomous outcomes assigns a probability of belonging to a target class to each of the users. To avoid having to select a single threshold for assigning users to a given target category, an ROC curve can be used to analyze the entire spectrum of possible thresholds. An example of an ROC curve is presented in Fig. S5 . In general, ROC curves for random (or null) models should be close to diagonal, because the probability of seeing a true positive is not greater than the probability of seeing a false positive. The more an ROC curve bulges to the upper left, however, the higher the accuracy of the model, because higher true-positive rates are achieved for a given number of false positives. The AUC is simply the area below the ROC curve, and it is equal to the probability that a classifier will rank a randomly chosen positive instance higher than a randomly chosen negative one. . Relative popularity of selected Likes within groups of Democrat, Homosexual, Christian, and African American users. Because Likes differed greatly in popularity (e.g., "Barack Obama" was nearly four times more popular than "Mitt Romney"), we calculated relative popularity by dividing the frequencies of associations with a given Like within the studied groups by the respective frequency in the entire sample. Relative popularity was transformed into a percentile scale. Error bars signify 95% confidence intervals of the population proportion. For example, The Colbert Report is relatively popular within Democrats and Homosexual groups (93th and 80th percentile respectively) but rather unpopular among Christians and African Americans (24th and 35th percentile, respectively). Likes characterized by the most extreme average levels for each of the numeric variables (e.g. personality traits) or most extreme frequencies of classes (e.g. being a Democrat). We used only Likes that were associated with more than 100 users.
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